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Per California Code of Regulations, title 2, section 548.5, the following information will be posted to CalHR's
Career Executive Assignment Action Proposals website for 30 calendar days when departments propose
new CEA concepts or major revisions to existing CEA concepts. Presence of the department-submitted
CEA Action Proposal information on CalHR's website does not indicate CalHR support for the proposal.

A. GENERAL INFORMATION

1. Date 2. Department
July 17, 2020 |||{Industrial Relations

3. Organizational Placement (Division/Branch/Office Name)
Executive Office / Office of Director / Internal Audits

4. CEA Position Title
Chief of Internal Audits

5. Summary of proposed position description and how it relates to the program's mission or purpose.
(2-3 sentences)

The Department of Industrial Relations (DIR) requests the establishment of a Career Executive
Assignment (CEA) A within the Office of the Director to be responsible for the Office of Internal Audits. The
mission of the Office of Internal Audits is to be an integral part of the governance of DIR by providing
independent and objective oversight and monitoring processes designed to identify risks and provide
strategies to mitigate those risks. The proposed CEA A will serve as the Audit Chief and have oversight
and responsibility for the development and implementation of internal audit policies, procedures and short
and long-term audit plans. The Audit Chief will have a critical role in the development and establishment
of an Audit Committee to establish effective systems of internal control which provide the basic foundation
upon which a structure of public accountability is built. These systems of internal control are necessary to
ensure that state resources are adequately safeguarded, monitored, and administered. This position will
interface with all divisions of DIR to assist in meeting the DIR mission to improve working conditions for
California's wage earners.

6. Reports to: (Class Title/Level)

Chief Deputy Director (Exempt level B)

7. Relationship with Department Director (Select one)

[l Member of department's Executive Management Team, and has frequent contact with director on a
wide range of department-wide issues.

[] Not a member of department's Executive Management Team but has frequent contact with the
Executive Management Team on policy issues.

(Explain):

8. Organizational Level (Select one)

[J1st [J2nd [J3rd []4th []5th (mega departments only - 17,001+ allocated positions)




STATE OF CALIFORNIA CALIFORNIA DEPARTMENT OF HUMAN RESOURCES

CEA ACTION PROPOSAL

Page 2 of 6

B. SUMMARY OF REQUEST

9. What are the duties and responsibilities of the CEA position? Be specific and provide examples.

The CEA is responsible for developing policies and procedures for the implementation of a comprehensive
internal audit plan. Duties include: Establishing an Audit Committee to provide oversight and monitoring
responsibilities over internal controls and the internal audit process. Overseeing the Audit Committee who is
responsible for review and approval of the annual audit plan and the five year audit plan. Developing an Audit
Charter to define Internal Audits purpose, authority, responsibility and position within DIR. Actively participating
and contributing to the development of the DIR strategic plan and providing information through internal audit
activities to help DIR meet its vision and mission. Developing and recommending new policies impacting DIR
programs as a result of audits. Developing, coordinating and overseeing DIR’s annual risk assessment audit
including determining size, complexity and scope of audits needed to evaluate internal controls. Meeting,
conferring, and providing support and consultation with DIR and Agency executive management to ensure and
promote the recognition of audit needs and implementation of recommendations. Reviewing current
developments in legislation and program operations and executive requests to develop and design annual audit
plans based on risk-based methodologies to address the needs of DIR. Meeting with executive management
regarding program and process reviews, internal and external control reviews, and procurement reviews.

The CEA is also responsible for formulating, implementing, managing, and evaluating policy and long-range
planning as it pertains to internal audit activities such as fraud and conflict of interest investigations, internal
control evaluations, procurement reviews, external audit coordination, special projects and other required
activities. Making recommendations to DIR and Agency management on significant issues impacting programs
such as risk management and governance processes, internal control procedures, and other activities to ensure
compliance with laws and regulations and provide guidance regarding federal and outside agency audits of our
programs. Coordinating with control agencies when necessary.

The CEA is also responsible for managing all aspects of the Internal Audit Office's operations including: recruiting,
training, managing, supervising, and evaluating the work of the subordinate manager and staff; determining the
most efficient allocation of staff resources; establishing program priorities; developing an annual budget, and
developing strategies to maximize use of available funds.

The CEA will manage, track and provide oversight of the responses to inquiries and reviews by control agencies
such as the California State Auditor, Department of Finance, Office of State Audits and Evaluations, California
Department of Technology, Department of Military, Department of General Services, the State Controller's Office,
and other state and federal agencies.

The CEA must ensure all internal audit staff are properly trained in applicable audit standards and procedures;
ensure that all staff are proficient in audit report writing; participate in peer review audit program with other state
agencies and meet established deadlines. The CEA will continually emphasize to all DIR partners and stakeholders
the importance of collaboration with internal audits in order to identify and mitigate risks to improve processes;
not to catch or identify them doing something wrong.
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B. SUMMARY OF REQUEST (continued)

10. How critical is the program's mission or purpose to the department's mission as a whole? Include a
description of the degree to which the program is critical to the department's mission.

[] Program is directly related to department's primary mission and is critical to achieving the
department's goals.

[] Program is indirectly related to department's primary mission.

[] Program plays a supporting role in achieving department's mission (i.e., budget, personnel, other
admin functions).

Description:

The Department of Industrial Relations (DIR) mission is to to improve working conditions for
California's wage earners and to advance opportunities for profitable employment in
California. DIR administers and enforces laws governing wages, hours and breaks, overtime,
retaliation, workplace safety and health, apprenticeship training programs, and medical care
and other benefits for injured workers. DIR also publishes materials and holds workshops and
seminars to promote healthy employment relations, conducts research to improve its
programs, and coordinates with other agencies to target egregious violators of labor laws and
tax laws in the underground economy. The Internal Audit Office provides independent,
objective analysis and information essential to make informed decisions to best serve the
public. The Internal Audit Office ensures DIR's obligations of proper compliance with State
laws, rules, and regulations, and departmental policies and procedures, as well as enforcing
the State's merit laws. The CEA will provide oversight for the compliance with the General
Accepted Governmental Auditing Standards and Government Code Section 13400, The State
Leadership Accountability Act.

Goal 1 Accountability and Transparency: The CEA A will oversee, develop, and implement
internal and external audit policies and ensure audits are conducted with competence,
integrity, and objectivity. Oversight from the CEA A will prevent unintended consequences that
may result is loss including a continued loss of delegation, or reduction of funding due to
waste, fraud, or abuse.

Goal 2 Program Administration: The CEA A will provide expert direction and assurance to the
Executive Office to ensure a comprehensive audit program continues to be successful.

Goal 3 Strategic Planning and Organizational Development : The CEA A will administer,
develop and implement policies and guidelines for DIR's organizational development and
strategic planning. This includes administration for training plans for DIR, and the facilitation of
initiatives across the Department, including systematic changes.
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B. SUMMARY OF REQUEST (continued)

11. Describe what has changed that makes this request necessary. Explain how the change justifies the
current request. Be specific and provide examples.

The Department of Industrial Relations (DIR) underwent several audits and investigations by control
agencies in 2017, 2018, and 2019 that identified multiple weaknesses in the DIR's internal control systems
and procedures which resulted in the loss of delegation authority for the administration of DIR hiring and
promotional examinations and loss of delegation for all appointments; i.e. hiring, transfers, promotions.
Controls were ignored and overridden by management which led to unlawful appointments. Subsequently
DIR was able to demonstrate that sufficient controls were in place to resume delegated authority for the
administration of department specific examinations. However as of May 2020 DIR still does not have
delegated authority for its appointments.

Although these audits and investigations focused on human resources activities, the audits and resulting
actions highlighted the fact that DIR does not have adequate procedures in place to ensure internal
controls are in place and functioning properly throughout the entire organization. There is no existing
oversight or monitoring taking place to determine if the controls are functioning as intended. There has not
been any reporting to executive management about controls and risks.

In order to prevent these or similar noncompliance issues in other areas of DIR it is critical to establish an
internal audit function charged with the responsibility monitor and evaluate internal controls, identify risks,
propose recommendations to re-mediate risks, regularly inform executive management of risk
assessments and findings.

Government Code Section 13402 states that agency heads are responsible for the establishment and
maintenance of a system or systems of internal control, and effective and objective ongoing monitoring of
the internal controls within their state agencies. This responsibility includes documenting the system,
communicating system requirements to employees, and ensuring that the system is functioning as
prescribed and is modified, as appropriate, for changes in conditions.

This internal audit function would be responsible for working with DIR executive management to ensure
systems are in place and to provide independent ongoing monitoring and reporting.
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C. ROLE IN POLICY INFLUENCE

12. Provide 3-5 specific examples of policy areas over which the CEA position will be the principle policy
maker. Each example should cite a policy that would have an identifiable impact. Include a description of
the statewide impact of the assigned program.

DIR has a unique role and responsibilities to protect the health and safety of California's working men and
women and the public at large through Occupational Safety and Health regulatory enforcement. DIR has
responsibilities to monitor the administration of workers' compensation claims, and provide administrative
and judicial services to assist in resolving disputes that arise in connection with claims for workers'
compensation benefits on a statewide basis. Additionally DIR is responsible for establishing
Apprenticeship Standards (DAS) and consulting with employers to develop a skilled workforce with viable
career pathways to increase productivity and strengthen our states' economy.

The CEA A will develop and implement policies to ensure all DIR programs are developing their respective
policies and procedures, disseminating and providing training and education to provide the oversight
necessary to operate the various programs effectively and in accordance with respective laws and funding
requirements.

Federal Funds Oversight: The CEA A will develop and implement policies essential to properly safeguard
the public money entrusted to DIR. It is critical to determine that effective oversight tools to reasonably
assure that funds are used for their intended purposes and that risks of fraud, waste, and abuse are
minimized. Organizations need effective internal controls over the processes and funds involved. These
controls are fundamental in assuring the proper and effective use of federal funds to achieve program
goals and to ensure that funds are used for their intended purposes. The CEA A will ensure audits are
performed that will result in a written report with recommendations to improve the oversight of these
federal funds.

DIR has a need for policy development in strategic planning and providing corrective action plans with
regard to organizational development to streamline practices and develop goals for DIR and mitigate
underlying programs that may exist throughout DIR to improve performance.
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C. ROLE IN POLICY INFLUENCE (continued)

13. What is the CEA position's scope and nature of decision-making authority?

The CEA A will have full responsibility and independent decision-making authority to directly manage the
most sensitive and complex internal audits and issues related to risk mitigation and compliance. The CEA
is responsible for both the development and implementation of all policies and procedures to provide for
oversight, monitoring and reporting over internal controls for the Director's Office and departmental
divisions and programs. Furthermore, the CEA A will directly work with outside control agencies such as
the California State Auditor, State Controllers Office, Department of Finance, Financial Information System
for California (FI$Cal), State Personnel Board and the California Department of Human Resources. This
position will provide guidance and recommendations to DIR executive management stemming from
external investigations, audits and inquiries. The CEA A will make recommendations to improve controls
and processes to mitigate risks identified and minimize future findings by control agencies.

The CEA A will ensure internal audit processes and procedures align with the operational and strategic
goals of DIR; provide expert guidance and direction to DIR managers and supervisors; and act as the
Chief Financial Expert and Policy Advisor to the Audit Committe and Director's Office.

14. Will the CEA position be developing and implementing new policy, or interpreting and implementing
existing policy? How?

The proposed CEA will be tasked with the development and implementation of policies that will enforce
internal compliance and strategic planning to development organizational goals to increase as well as
improve staff performance and to support DIR's mission and vision.
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